GUIDE TO o
PHISHING o
EMAILS ’

Learn tips for keeping
yourself and your company
safe from hackers!
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SIGNS OF A PHISHING EMAIL
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To: @kaspersky.com
irs Identity Verification Service

@RS

Dear Tax Payer,

This is an automated email, please do not reply.

Wa'vyuur account information is missing or incorrect.

We need to verifyyqur account information to file your Tax Refund.
Please follc @ o verify your information.

Thanks,

IRS Team
2016 IRS All right reserved.

IMPORTANT NOTE: If you receive this message in spam or junk it is
network provider. Please move this message to your inbox and follo

Today at 5:02 Al
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THE SENDER

Verify the sender is who they say they are.

They may be masquerading as a well-
known entity to gain your trust.

BAD GRAMMAR &
SPELLING

Look for spelling and grammar errors in
the email. If you find any, it's a huge red
flag that it's a phishing email.

SUSPICIOUS LINKS

Hoover over the link to see the actual
website address. Do not click!

THREATENING TONE

Pay attention to the tone of the email.
If the sender is threatening in any way,
send it to your IT provider to have them
blocked.



Fake invoices are

the #1 type of
phishing email ...
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iTunes Store

Check Before You Click

Dear Appie 1D

People are fast to click when they think someone has

Thank you for buying the following product en 10/22/2015 9:03:55% a.m.

used their credit card fraudulently. Instead of clicking Product Name: CoPilot Premium HD
. . . Order Number: 57520721
on the email to see the invoice, call the company Receipt Date: 10/22/2015 9:03:55 a.m.

Order total: 34.99 GEP.,
directly. However, don't call the number in the email

as it could be the hacker's direct line.

If you did not authorize this purchase, please: Chick here for Refund
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i < ’ Emails may come from your "boss" asking you to

i s send them gift cards or W2 information. Call your

_— boss or co-worker before going through with their

Hope you had a good weekend. Do you have pdf copies of the employees’ W2s7 Could you please email them to me for a quick review? requests in the email.

Sent from my iPhone

Because of unusual number of invalid login attempts on you account, we had to believe that, their
might be some security problem on you account.

50 we have decided to put an extra vernhcation process 1o ensure your identity and your account

Securty.
ForcePoint describes spoofing as "the act of Jour secuty. e © {he verification process and ensure your account sscuriy. It &l about
disguising a communication from an unknown e -

Confirm that you're the owner of the account, and then follow the instructions.

source as being from a known, trusted source" just
like this WellsFargo email.

Confirm all information, and then access your account as normal.

Thank you.

IMPORTANT INFORMATION
(If you cannot click on the link, please move the message into the Inbox).

Terms of use | Security| Privacy



DO YOUR RESEARCH

Before you click on any link in the email,
contact the company directly. Do not
use the phone number, email or website

Wh d provided inside the email as it may be a
at to o fake set up by the cyber criminal.

Google the company to get the correct

w h e n yo u contact information.

REACH OUT TO IT

co m e a c ross If you're still concerned about the

email. send it to your IT provider or

a p h is h i n g ?neolizrthmoergagilt;ey will investigate
@
e all BLOCK THE SENDER

Go ahead and block the sender of
the email to reduce the number of
phishing emails you receive.
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BUSINESS INFORMATION SOLUTIONS

We Get IT Donel

Contact BIS Today!
Phone: 251-405-2555

Email: security@askbis.com

Web: www.askbis.com

Get Your
{FREE}

Simulated
Phishing
Email




